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Committee
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Department of Management and Finance
Internal Audit

Internal Audit Services

Internal Audit Program Mission

To strengthen County operations and minimize risk and fraud through systematic evaluation of
operations and internal contraols.

* To assist senior management and departments to effectively and efficiently implement
County programs in compliance with financial, accounting and other County policies by
conducting objective internal audits and reviews.

* Totestinternal controls to provide reasonable assurance that resources are safeguarded
against waste and abuse.

* |n conjunction with the County Managar's Office and other departments, implement

the Financial Fraud, Waste and Abuse Hotline e

Organization

Internal resources and external consulting services will together implement the annual Work Plan ; -
and any unexpected needs. In the Fiscal Year (FY) 2015 Adopted Budget, the County Board ‘.
approved funding for one internal audit position, bringing the total number of internal resources

to suppeort this functicn to 1.5 FTE=. Presently, RSM, LLC. — a major provider of assurance, N
accounting and consulting services to governments and corporations — is working with the
County to complete the Work Plan. ST ‘TS
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Department of Management & Finance

Internal Audit

Audits Issued
» 54 audits issued since FY 2015 with 198 Findings (Rated Low, Medium & High Risk)
« Management held accountable to establish and execute action plans to remediate findings

 Audit coverage included:

Contract Management (including Invoice Payments)
Purchase Card Compliance

Funds Handling

Asset Management

Payroll/Timekeeping

Inventory

Special Focus Areas

Current Resources

« 1.5FTE

» Consultant Dollars - $210,000
* Audit Services Vendor - RSM
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Definitions of Risk -

* High
» High importance to business success/achievement of goals and

improving its internal controls. Action should be taken
immediately.

 Medium

* Moderate importance to business success/achievement of
goals and improving its internal controls. Action should be
taken in the near term.

| _ow

« Low importance to business success/achievement and internal
control structure.

@
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Review of Prior Audit Remediation Efforts

Internal Audit is required to validate the implementation of management’s corrective action plans as
documented for each reported finding. Since 2015, 54 audits have been completed resulting in 198 audit
findings. The following summarizes the status of Internal Audit’s follow-up as of December 2023 (see
listing of prior audits in background section)

Status of Findings Subject to Follow-up:

o Remediation tested by IA and deemed 95
Total Findings as of December 2023 198 adequate Y
Less: Findings not yet subject to follow up 33  Remediation of testing currently in
Total Subject to Follow-up 165  process, not completed 12
Items not yet tested by IA 58
Total Subject to Follow-up 165
Status of Findings Subject to Follow-up: by Rating
Remediation tested by Remediation of .
. . Items Awaiting
Rating IA and deemed testing currently . Totals
. Testing by IA
adequate in process
Moderate 34 3 36 73
Totals 95 12 58 165

)
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Recently Completed Audits

Completed By RSM
« County-wide Interdepartmental Purchasing

« HRD — Contract Compliance — Helmsman (Worker's Compensation
portion)

Completed ACG Internal Audit:
» County-wide Invoice Review and Payment

Follow-ups:
« DES Controlled Asset (<5K)
* DES Contract Compliance- Art Bus Contract
« DHS Adoption Program

« Completed 2 Internal Control Follow-up Reviews Stemming from
Investigations

@
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FY 24 Summary of Findings

County-wide Review of Interdepartmental Purchasing —

Moderate

» Improving Project Officer Coordination for Interdepartmental
Purchasing

Low
« Purchasing services not under contract

HRD - Contract Compliance — Helmsman Contract (Worker’s
Compensation Portion) - No Findings

@
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FY 24 Summary of Findings (cont’d)
County-wide Review of Invoice Approval and Payment —

Several Contract Payments reviewed from several departments
where no issues were found

Moderate

* Noncompliance with Contracts/Purchase Order Payment Terms
and Conditions

» Lack of Evidence Supporting Receipt of Goods or Services for
Purchases.

@
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FY 24 Audits in Process

In Process

« Dependent Eligibility Audit

 DHS — Thrive Contract Funds Verification (Contract 22-
DHS-EP-8)

 DPR - Controls over Revenue Generating Activities and
Funds Handling

DTS Follow-ups

Server Inventory

End Point Devices Inventory (Controlled Assets < $5K)
Wireless Devices

« Three Internal Control Follow-up Reviews (Stemming
from Investigations)
A
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Other Internal Audit Activities

 Aid and assist in improvement of other departmental
processes

« Conduct investigations reported from any source —
FFWA Hotline or otherwise

« Selective review of PCARD processes and
transactions

@
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FY24 Audits to be Started

« DHS & JDR Controls Over Gift Cards

 Contract Compliance Audit (Dept — TBD)

* Information Technology Access Controls Audit (County-
wide)

) 2
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Financial Fraud Waste and Abuse Hotline Update

Arlington County Employee Financial
Fraud, Waste & Abuse Hotline
Call center operated by Ethical Advocate

Confidential. Secure. 24/7.

Arlington County employees can report incidents using the third party E m p I Oyee h Otl i n e i m p I e m e nted i n M ay
B s T s el 2015 with an Administrative Regulation
Whistleblower Policy

. Conflicts of interest « Procurement irregularities
. Falsification of records . Bribes, kickbacks, illegal gratuities

. Misuse of County resources . Embezzlement or theft

Public hotline implemented in November
Contact the Employee Hotline 2016

arlingtonva.ethicaladvocate.com

1-866-565-9206

The hotline is for employee use only. In addition to the above options, you may still provide this information directly to
your supariser, HR, DMF or any member of management. For more information on the Empleyee Hotline and
whistleblower protections visit AC Commeons.
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Number of Complaints per Calendar Year

50
45
40
35

30 24

25

19
15 20

21
3 11
10 8
. a
2015 2016 2017 2018 2019 2020 2021 2022 2023

B Employee Other

206 Total Complaints — 187 Unique Complaints
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Relationship to County (2015-2023)

Other, 51,
25%

Resident,
68, 33%

Visitor, 8,

Employee, 4%

79, 38%

.
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Complaint Information (2015-2023)

Anonymous Returned to Yes, 83,

40%
NO; 67; 9 employee, 58 other SySte m 46 employees,
33% 37 other

Yes, 139,
67%

No,123
70 employees, 60% 38 employees,

Q 69 other 85 other
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Type/Result of Complaint (2015-2023)

Substantiated and/or IC
Weakness, 25, 13%

Non-County In-Process, 3, 2%

Government, 66, 35%

Referred to HR, 22,
12%

| Unsubstantiated, 71
38%
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Continued Advertisement

* Quarterly included in e-News (employee news)
* Insider

« AC Commons — County intranet

» County web page

* Replace posters as needed — recently created
new poster to attract awareness

 Cards provided at orientation

) 2
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Background

Listing of Completed Audits
FY 2015- FY2024

A
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Previously Completed
Audits and In-Process

« HDR Contract Compliance Helmsman Management Services Contract No. 19-147-RFP
(Worker's Compensation Portion)

* DHS - Funds Verification Review - Thrive Contract 22-DHS-EP-8. (In Process)
* DPR - Controls over Revenue Generating Activities and Funds Handling (In Process)

FY 2023

* Invoice Review and Approval

* Review of Controls over FIR Billing, Revenue and Funds Handling
* FIR Contract Compliance — Digitech

* Interdepartmental Purchases

* Purchase Card Monitoring Executive Summary — December 2022
* Purchase Card Monitoring Executive Summary-September 2022
* Health Benefit Dependent Eligibility Audit (In Process)

FY 2022

* Contract Compliance — National Elevator Inspection Services
« DHS PCARD Purchases in Support of Client Services

* Purchase Card Monitoring Executive Summary — April 2022

* Purchase Card Monitoring Executive Summary — July 2021
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https://www.arlingtonva.us/files/sharedassets/public/v/1/budget/documents/internal-audit/arlington-county-hrd-helmsman-contract-comp-approved.pdf
https://www.arlingtonva.us/files/sharedassets/public/v/1/budget/documents/internal-audit/arlington-county-hrd-helmsman-contract-comp-approved.pdf
https://www.arlingtonva.us/files/sharedassets/public/v/1/budget/documents/internal-audit/arlington-county-invoice-review-and-approval-final.pdf
https://www.arlingtonva.us/files/sharedassets/public/budget/documents/internal-audit/arlington-county-fir-billing-rec-and-funds-handling-approved.pdf
https://www.arlingtonva.us/files/sharedassets/public/budget/documents/internal-audit/arlington-county-fir-digitech-contract-comp-approved.pdf
https://www.arlingtonva.us/files/sharedassets/public/v/1/budget/documents/internal-audit/arlington-county-interdepartmental-purchasing-final.pdf
https://www.arlingtonva.us/files/sharedassets/public/v/1/budget/documents/internal-audit/december-2022-executive-summary-final.pdf
https://www.arlingtonva.us/files/sharedassets/public/v/1/budget/documents/internal-audit/september-2022-executive-summary-final.pdf
https://www.arlingtonva.us/files/sharedassets/public/budget/documents/arlington-county-cont-comp-neis-final-07182022.pdf
https://www.arlingtonva.us/files/sharedassets/public/budget/documents/internal-audit/fy-2022-audit-report-on-dhs-pcard-expenses-bhd-eid-cfsd.pdf
https://www.arlingtonva.us/files/sharedassets/public/v/1/budget/documents/internal-audit/april-2022-executive-summary-final.pdf
https://www.arlingtonva.us/files/sharedassets/public/v/1/budget/documents/internal-audit/july-2021-executive-summary-final.pdf

Previously Completed
Audits and In-Process

FY 2021

 Affordable Housing Investment Funds

* CIGNA Medical and Pharmacy Claims Audit

* CIGNA Rebates Audit

 Contract Compliance - Department of Environmental Services- Arlington
Commuter Services Contracts

* Purchase Card Monitoring Executive Summary — May 2021

* Purchase Card Monitoring Executive Summary — January 2021

* Purchase Card Monitoring Executive Summary —October 2020

FY 2020
» Contract Compliance — Department of Environmental Services —
Transportation — Contract 513-15lL. W
* Contract Compliance — Department of Human Services — Contract 17-
183-SS
* Arlington 55 and Over Program
4 = ° Purchase Card Monitoring Executive Summary — March 2020

20
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https://departments.arlingtonva.us/wp-content/uploads/sites/6/2021/04/Arlington-County-AHIF-Loan-Administration-FINAL-04.27.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2021/06/Arlington-County-Claims-Internal-Audit_06.02.21-FINAL-ACCEPTED.pdf
https://www.arlingtonva.us/files/sharedassets/public/budget/documents/arlington-county-pharma-rebate-internal-audit_08.12.21-final-accepted.pdf
https://www.arlingtonva.us/files/sharedassets/public/budget/documents/a-final-accs-contract-compliance-report-with-mgt-response.pdf
https://www.arlingtonva.us/files/sharedassets/public/v/1/budget/documents/internal-audit/may-2021-executive-summary-final.pdf
https://www.arlingtonva.us/files/sharedassets/public/v/1/budget/documents/internal-audit/january-2021-executive-summary-final.pdf
https://www.arlingtonva.us/files/sharedassets/public/v/1/budget/documents/internal-audit/october-2020-executive-summary-final.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2020/12/Internal-Audit-Report-ABM-Parking-12.20.2020-Final.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2020/12/Internal-Audit-Report-VOA-12.20.2020-Final.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2020/12/Internal-Audit-Report-VOA-12.20.2020-Final.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2021/04/Internal-Audit-Arlington-County-55-Program_04.05.2021-FINAL-ACCEPTED.pdf
https://www.arlingtonva.us/files/sharedassets/public/v/1/budget/documents/internal-audit/march-2020-executive-summary-final.pdf

Previously Completed Audits

FY 2019

* Timekeeping Audit — Department of Human Services

» Contract Compliance — Department of Environmental Services — Facilities Design and Construction —
Contract 16-368-RFP

 Server Inventory Audit — Department of Technology Services

» Contract Compliance — Department of Environmental Services — Facilities Design and Construction —
Contract 17-223-RFP

* Purchasing Performance Audit

* Contract Compliance - CIGNA Administration

* Employee Expense Reimbursement Audit

FY 2018

* Contract Compliance — Department of Environmental Services — Equipment Bureau — Contract 580-13

* Contract Compliance — Department of Environmental Services —Water, Sewer and Streets — Contract 17-
108-ITB

* Timekeeping — Department of Environmental Services — Facilities Maintenance Bureau

* Digital Production and Mail Center — Department of Environmental Services

* Sole Source Purchases

* County Wireless Devices

* Fuel Card Program

e EndPoint Device Inventory 21

* Vendor Management, Contract Compliance — Department of Environmental Services — ART Bus

~ Operations
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https://arlingtonva.s3.amazonaws.com/wp-content/uploads/sites/6/2019/02/Arlington-County-DHS-Timekeeping-IA-01-31-19-Final.pdf
https://arlingtonva.s3.amazonaws.com/wp-content/uploads/sites/6/2019/07/Arlington-County-Contract-Compliance-VMDO-Final-07.24.19.pdf
https://arlingtonva.s3.amazonaws.com/wp-content/uploads/sites/6/2019/12/Arlington-Co-Server-Asset-Management-Report-Final.pdf
https://arlingtonva.s3.amazonaws.com/wp-content/uploads/sites/6/2019/11/Arlington-County-Contract-Compliance-MCN-Build-Inc-11-07-19-Final.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2020/12/Internal-Audit-Report-Purchasing-Performance-Audit-12.20.2020-Final-with-REsponse.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2021/02/CIGNA-Contract-Compliance-Report-With-Management-Response-Final-.pdf
https://arlingtonva.s3.amazonaws.com/wp-content/uploads/sites/6/2019/04/Arlington-County-Expense-Reimbursement-Final.pdf
https://arlingtonva.s3.dualstack.us-east-1.amazonaws.com/wp-content/uploads/sites/6/2018/04/Arlington-County-Contract-Compliance-Fleetcor-Cycle-Audit-FINAL-Report....pdf
https://arlingtonva.s3.amazonaws.com/wp-content/uploads/sites/6/2018/08/Arlington-County-Contract-Compliance-AM-Concrete-Cycle-Audit-FINAL-Report-Aug-6-2018.pdf
https://arlingtonva.s3.dualstack.us-east-1.amazonaws.com/wp-content/uploads/sites/6/2018/04/Arlington-County-FM-Timekeeping-FINAL-Report-04.09.18.pdf
https://arlingtonva.s3.amazonaws.com/wp-content/uploads/sites/6/2018/08/Arlington-County-DPMC-Internal-Audit-FINAL-Report.pdf
https://arlingtonva.s3.amazonaws.com/wp-content/uploads/sites/6/2018/08/Arlington-County-Sole-Source-FINAL.pdf
https://arlingtonva.s3.amazonaws.com/wp-content/uploads/sites/6/2019/07/Arlington-County-Wireless-Comm-Device-Final-07-02-19-with-Addendum.pdf
https://arlingtonva.s3.amazonaws.com/wp-content/uploads/sites/6/2018/10/Arlington-County-Fuel-Card-Program-FINAL.pdf
https://arlingtonva.s3.amazonaws.com/wp-content/uploads/sites/6/2019/07/DTS.EPD_.Asset_.Report.pdf
https://arlingtonva.s3.amazonaws.com/wp-content/uploads/sites/6/2019/07/ART.BUS-Report.FINAL_.pdf

Previously Completed Audits

FY 2017

* Funds Handling — Department of Human Services: Child and Family Services and Financial Management Bureau

* Grant Compliance — Department of Human Services: catalog of Federal Domestic Assistance #93.659 — Adoption Assistance

* Contract Compliance — Department of Environmental Services — Contract 16-234-ITB

* Purchase Card — Department of Libraries

* Purchase Card — Department of Environmental Services —Water Pollution Control Plant

* Purchase Card — Department of Environmental Services: Transportation Division

* Contract Compliance — Department of Technology Services —Contract 582-14

* Purchase Card —Juvenile and Domestic Relations Court

* FundsHandling — Arlington Economic Development: Cultural Affairs Division

» Grant Compliance — Police Department — Seized Assets — Catalog of Federal Domestic Assistance #16.922 — Equitable Sharing
Program

» Affordable Housing Investment Fund (AHIF) Multifamily Housing Loan Portfolio

* Inventory of Assets valued at Less than $5,000 — Department of Parks and Recreation

* Inventory of Assets valued at Less than $5,000 — Dept. of Environmental Services — Water, Sewer, Streets and Water Pollution Control
Bureaus

* Payrolland Timekeeping —Human Resources, Department, Fire Department, Police Department, Department of Environmental
Services (Water, Sewer Streets), Department of Parks and Recreation (Sports and Recreation Division), and Public Safety
Communications and Emergency Management

22
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https://departments.arlingtonva.us/wp-content/uploads/sites/6/2015/05/Arlington-DHS-FINAL-Funds-Handling-IA-Report.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2015/05/Arlington-County-FINAL-Grant-Comp-CFDA-93-659-Report.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2017/06/Arlington-County-Contract-Compliance-Ardent-Co-Cycle-Audit-FINAL-Report-06-20-2017.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2017/07/Arlington-County-PCard-Cycle-Audit-FINAL-LIB-Report-7-17-2017.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2017/07/Arlington-County-PCard-Cycle-Audit-FINAL-WPCB-Report-7-17-2017.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2017/08/Arlington-County-PCard-Cycle-Audit-FINAL-TRANS-Report-6-20-2017.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2017/08/Arlington-County-Cont-Comp-DTS-SHI-Cycle-Audit-FINAL-Report-6-28-2017.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2017/11/Arlington-County-PCard-Cycle-Audit-JDR-Final-Report-08.07.17.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2017/08/Arlington-County-Funds-Handling-FINAL-Report.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2017/08/Arlington-County-Grant-Compliance-FINAL-Report.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2017/11/AHIF-AUdit-Combined-Documents.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2017/12/LT5K-Report-DPR6.FINAL_.8.7.17-002.pdf
https://arlingtonva.s3.amazonaws.com/wp-content/uploads/sites/6/2018/05/Dept-Environt-Svcs-LT5K-Report-WSS-WPC-Final-Revised.pdf
https://arlingtonva.s3.dualstack.us-east-1.amazonaws.com/wp-content/uploads/sites/6/2018/03/Arlington-County-FINAL-Timekeeping-and-Payroll-IA-Report-finalized-March-13-2018.pdf

Previously Completed Audits

FY 2016
Department of Real Estate Assessments Administrative Appeals Process Review
Purchase Card Review — Office of Emergency Management
Purchase Card Review — Department of Police
Purchase Card Review — Department of Community Planning, Housing and Development
Purchase Card Review — Department of Parks and Recreation
Purchase Card Review — Department of Human Resources
Y 2015
Purchase Card Review of the Department of Environmental Services — Facilities Management and Equipment Bureaus
Contract Compliance —Contract 596-14
Cash Collection and Handling — Department of Libraries —Central Library
Cash Collection and Handling — Department of Parks and Recreation — 3700 Four Mile Run Drive

e =rjle e |e | |0 |o
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https://arlingtonva.s3.amazonaws.com/wp-content/uploads/sites/6/2015/05/Arlington-County-12-02-2015-FINAL-Real-Estate-Assessment-Appeals.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2016/06/Arlington-County-FINAL-PCard-Cycle-Audit-OEM.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2016/06/Arlington-County-FINAL-PCard-Cycle-Audit-POL.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2016/06/Arlington-County-FINAL-PCard-Cycle-Audit-CPHD.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2016/06/Arlington-County-FINAL-PCard-Cycle-Audit-DPR.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2016/06/Arlington-County-FINAL-PCard-Cycle-Audit-HR.pdf
https://arlingtonva.s3.amazonaws.com/wp-content/uploads/sites/6/2015/05/Arlington-County-12-02-2015-FINAL-Real-Estate-Assessment-Appeals.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2016/06/Arlington-County-FINAL-PCard-Cycle-Audit-OEM.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2016/06/Arlington-County-FINAL-PCard-Cycle-Audit-POL.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2016/06/Arlington-County-FINAL-PCard-Cycle-Audit-CPHD.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2016/06/Arlington-County-FINAL-PCard-Cycle-Audit-DPR.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2016/06/Arlington-County-FINAL-PCard-Cycle-Audit-HR.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2015/04/Arlington-County-FINAL-Formal-PCard-Review.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2015/05/Miller-Bros-Final.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2015/07/Arlington-County-06222015-Central-Library-FINAL-Cash-Collection_Handling.pdf
https://departments.arlingtonva.us/wp-content/uploads/sites/6/2015/07/Arlington-County-06222015-3700-Four-Mile-Run-Drive-FINAL-Cash-Collection_Handling.pdf
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